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Quantum Information Processing (QIP) is the manipulation of physical information that is held 
in a quantum system. This report explores the commercial prospects for QIP over the next 15 
years. We examine who will buy what and when, estimate the relevant market sizes, and make 
recommendations where feasible. In particular, we address:  
 
·  Possible commercial applications of QIP. 
·  QIP products that might be developed, and in what order. 
·  Quick wins through QIP spin-off technologies. 
·  Value created for the UK Government and the DTI when investing in this sector, including 

synergies and cross-funding opportunities. 
 
Quantum cryptography is the nearest-to-market application for QIP, with off-the-shelf 
commercial systems already available. Securing today’s encrypted data against future cracking 
is the strongest driver for quantum cryptography. The target market should expand over the next 
15 years from niche users such as governments, armed forces and research institutes to 
encompass commercial organizations needing to protect confidential customer information, e.g. 
large financial, accountancy and law firms. We anticipate a market adoption inflection point in 
2010 that will determine whether quantum cryptography proliferates commercially or remains 
an enabling technology for other QIP research.  
 
The quantum computer, to some extent, is a solution waiting for a problem, but may have 
applications in scientific research and engineering, including quantum simulations of physical 
systems and numerical modelling. Timeframes for quantum computing are between 10 and 20 
years. However, research into the physical devices needed to build a quantum computer could 
lead to early spin-offs in areas as diverse as spintronics, Magnetic Resonance Imaging (MRI), 
and Micro-Electro-Mechanical Systems (MEMs). 
 
Quantum auctions, where a quantum system replaces a trusted third party to mediate in 
complex scenarios, may be an early win for QIP due to the small number of qubits needed. In a 
quantum auction, each party encodes its strategies into qubits which can be manipulated on a 
central system without that system ever reading the qubits. A single best solution is then read, 
and the very act of reading the solution destroys the strategy data. Applications lie in inter-
government negotiations and competitive contract tendering. 
 
Quantum gaming allows games that have a range of strategies and payoff functions that cannot 
be reproduced classically. Totally new games and quantum versions of traditional classical 
games can thus be devised. Like auctions, quantum games may require very few qubits and will 
likely be the quickest application to market after quantum cryptography. Potential customers are 
casinos, traditional physical gaming outlets, and online gaming websites. 
 
Quantum scheduling and optimization could be a massive market. Quantum computers are 
expected to provide a practical speed-up to classical NP-Complete problems, many of which 
reside in Operations Research. The savings from optimal resource allocation in logistics, 
transport and manufacturing are enormous, as seen in section 6 below, as these problems are 
often only sub-optimally approximated by industry at present.  
 
Quantum metrology forms the building-blocks for the development of commercial quantum 
systems across the board. Firms that embed derivatives of quantum metrology techniques will 
be ahead of rivals in developing technical and process knowledge to appropriate value from the 
QIP-enhancement of existing products. Depending on the application, timeframes for 
commercial deployment are from 3 to 20 years. Entangled particle metrology, for instance with 
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photons, is one of the more commercially interesting subfields as it underpins a wide array of 
potential applications, including optical storage, biomedical imaging and precision engineering.  
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The UK leads in the provision of free-space systems which do not use fibre, and the government 
should therefore consider supporting developments in this areas. However, a UK free-space 
supplier must be capable of offering a complete network solution and so collaboration with a 
fibre-focused European company should be considered. To access an international customer 
base it would further seem desirable to link UK suppliers to a known global network provider 
such as IBM or Hewlett-Packard. One way the government could boost the UK’s standing in 
quantum cryptography is by financially assisting a test-bed network in London, for example 
based around the London Stock Exchange. 
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In order for the potential of QIP to be fully realised, many currently disparate communities must 
be brought together around the theme of QIP. Experience with micro/nano-technology has 
shown that an organisation dedicated to providing a link between a variety of research areas and 
industry can give the technology a strong commercial boost. This organisation need only be a 
virtual linking organisation but must have full-time dedicated staff: historically, such efforts 
where staff work part-time whilst on other projects have often failed. 
 
The investments recommended above will create value for the UK government and citizens by 
securing short-term wins in areas such as quantum encryption, quantum gaming and quantum 
auctions. It further purchases for the UK the option to play and succeed in the full exploitation 
of quantum computing if the technology results in producing sufficient stable qubits. 
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The figures below are not meant to pinpoint the exact market size of future QIP applications. 
Rather, they should serve as an indicator as to the potential size of the markets which QIP is 
likely to impact, extrapolated from data on existing markets.  
 
Figure 1:  Timeline at which technologies begin to become commercially available. 
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Figure 2: Estimated market impact for QIP development s. 

   Estimated market size¹ 

Quantum encryption $30m by 2008 
  $300m by 2015 (pessimistic) 

  
$3bn by 2015 (assuming annual doubling, approx 
adoption 30,000 companies).) 

    
Quantum auctions $100m through to 2010 
    
  Estimated annual savings from QIP 

Scheduling and optimisation >$2bn (conservative estimate) 
    
  Market sizes of areas which QIP can impact² 
Quantum computing (QC)   
- "Small" quantum simulations $1.15bn - the US market for piezoelectric materials 
- Quantum modelling $540m - world market for computational flow 

dynamics software 

- "Large" quantum simulations 

Sell 3  quantum computers at $100m to $10bn each. 
Expected market: military and national research 
institutes. 

    
Spin-offs from QC developments   
- Spintronics >$100bn - estimated market value of spintronics 
- MRI $1.2bn - estimated market value of MRI contrast-

enhancers 
    
Quantum gaming $18bn - current market value of online gaming 
    
Quantum metrology   
- GPS $21.5bn - estimated 2008 market value for GPS 

technology 
- Precision engineering $5.6bn - estimated 2009 market value for photonic 

components 
- Optical storage $30.7bn - estimated 2010 market value for optical 

data storage 
- Biomedical imaging $2.6bn - current market value for ophthalmic 

diagnostics 

¹ All figures are in US$   
² From estimated market sizes of comparable conventional analogues 
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Many networks use encryption to secure communications and maintain data security. Most 
modern encryption technologies are based on RSA public key cryptography1. RSA uses the 
practical observation that it is hard to factor the product of two prime numbers back into the 
original primes. If these primes are both 1024 bits long, it is estimated that the sun will burn out 
before today’s most powerful computers can factor the modulus. From Moore’s law, computing 
power doubles every 18 months, and on this basis it would be the year 2118 before conventional 
computing power is sufficient to usefully break 1024-bit RSA.2 
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Problems with conventional cryptography that could give an opportunity for quantum 
encryption to enter the market include: 
 

1. Unproven mathematics. Experts believe that there is no short cut to factoring large 
numbers using conventional computing, and thus no short cuts to breaking RSA, but 
this has never been proven. A sudden short-cut innovation could compromise many 
modern security systems. 

 
2. Quantum factorisation. It is known that quantum computers will be particularly 

efficient at factorisation. If sufficiently powerful quantum computers become practical, 
current encryption methods may be rendered useless against those individuals with the 
finances to purchase a quantum computer. 

 
3. Securing data for the long-term. Many organizations need to secure data 

communicated today for the long term, e.g. for the next 20 years. As quantum 
cryptography has an advantage over classical cryptography in achieving unbreakable 
security in the long term, some customers may see advantages in employing quantum 
cryptography now. 

 
4. Insurance issues. Lloyds of London has recently moved to exclude losses of ‘electronic 

assets’ due to hacking.3 Banks and other institutions must now work harder to protect 
their electronically stored information. 

 
It is quite possible that if the reality of many qubit quantum computers looms, conventional (i.e. 
non-quantum) encryption will move over to schemes and protocols based on NP complete 
problems. These are (currently) more fiddly and maybe use more bits than for example RSA, 
but at present there are not quantum algorithms for cracking these schemes. To our knowledge it 
is not proven either way whether or not quantum computers will be able to break such schemes, 
but the general feeling is that they will not. Quantum computers will not be able to break 
quantum cryptography. 
 
This securing of historical data is currently the most powerful driver in catalyzing an initial 
customer base for quantum cryptography, since this is the only alternative technology that offers 
the unique selling point (USP) of being unbreakable by either quantum or super computers in 
the long term.4 This attribute will position it at the highest end of the market and provide 
product differentiation. 
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An indication of how the quantum cryptography market may develop can be found from 
examining the historical uptake of classical cryptography. We foresee the target market for 
quantum cryptography evolving over the next fifteen years through the five phases shown 
below: 
 
Figure 3: Phases of the target market for quantum en cryption prior to general public adoption. 

  Target market 
Phase 1 Governmental, armed forces & research institutes. 
Phase 2 Large financial institutions & foreign embassies. 
Phase 3 Medium-sized financial institutions, airport control, police & gaming houses. 
Phase 4 Public utilities & local council/state offices. 
Phase 5 Large organisations using detailed databases such as data miners and data 

warehouses. Companies which need to protect confidential customer 
information e.g. large accountancy or law firms.  
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At each phase identified above, the marketing mix for cryptography, i.e. pricing, promotion, 
product and place, must be appropriately adjusted to match the target customer.5 Although the 
size of the customer base increases as the target market progresses through these five phases, so 
does the price sensitivity of the related demand curve.6 So each phase should see higher sales 
volumes but lower unit prices. 
 
Spin-out companies should become aware of this fact, and as the target market develops should 
consider segmenting the market by creating price customization. They should also consider 
spending development time on producing targeted derivatives of platform products so as to 
capture a larger market at the earliest point.7 This strategy is depicted below in an adaptation of 
Wheelwright’s mapping of projects for maximised exploitation.8  
 
Figure 4: Wheelwright's project mapping. 
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Figure 5: How a platform technology leads to deriva tive technologies. 

 
 
 
To gain market share in each customer category, done by reducing costs and increasing product 
reliability through large-scale manufacturing, the players must judge when to start moving the 
focus of R&D away from product innovation and towards process innovation. A typical map of 
product and process innovation for an industry is given below.9 
  
Figure 6: Product and process innovation over time. 

  
Currently there is a high rate of technology and product innovation, point 1 in the map. With the 
forthcoming developments of true network rather than point to point capabilities and the 
extension of free-space capabilities to using satellites, the ‘product innovation’ plateau marked 
as points 1 to 3 in the chart will last from 2005 to 2020. An initial interest in process innovation, 
i.e. the technologies required to manufacture on a large scale, seems likely once entry to target 
market phase 2 has been successfully reached and standard equipment begins to be realised. 
This is marked as point 2 in the chart above and would happen in around 2012. 
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The cost of installing a secure network is not dominated by the cost of the software packages or 
hardware, but in the installation, inspection and maintenance labour required.10 This means that 
the cost of required quantum hardware can be substantially greater than that required for 
classical cryptography and yet the total cost of system installation may be little affected.  
 
The software and hardware that are currently available for classical cryptography are not user-
friendly, frequently have incompatibility issues, and in this market a large number of providers 
reduces profitability. These factors are all beneficial to quantum cryptography. 
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Since classical systems are not user-friendly, there will be less resistance from IT support 
personnel towards adopting new technologies. This is relevant when we consider the complex 

Product 
Innovation 

Process  
Innovation 

Time  

Rate of 
Innovation 

1 2 3 4 5 



��������	
�����
�����������	�����������	����������� �����
�

�

��������������� �� ��������������� � �	���#�������

buying process that will take place for quantum cryptography. Using the decision making 
process outlined by Kotler, there are five roles11: 
 
Figure 7: The decision making unit 

Description of role
Initiator who suggests the idea of buying
Influencer whose advice influences the decision
Decider who decides whether to buy
Buyer who actually makes the purchase
User who uses the product  
 
Top-management may catalyze the complex buying processes but are likely only to act as 
‘initiators’. It is the internal IT support managers who take the roles of ‘decider’, ‘buyer’ and 
‘user’, or at least strong ‘influencer’. 
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A number of unfavourable practical properties of classical cryptography provide an opportunity 
for market entry by quantum cryptography, particularly if effort is placed into developing user-
friendly quantum systems which are compatible with existing infrastructure. 
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The type of quantum cryptography known as Quantum Key Distribution (QKD) takes its 
competitive advantage over conventional cryptography from the fundamental laws of quantum 
mechanics. Whilst conventional encryption relies on keys that are computationally hard to 
crack, QKD transmits the key with single photons. From the uncertainty and no cloning 
principles in quantum mechanics, if an unfriendly eavesdropper, termed Eve in the diagram 
below, attempts to read or copy the key, then she alters it.  
 
Figure 8: The concept of Quantum Key Encryption (QKD ). 

  
 
A QKD system is a key expansion mechanism. QKD needs a public channel that cannot be 
corrupted at all by Eve, and since these don't exist in practice Alice and Bob need to 
authenticate themselves before they start. This, for example, needs them to have something like 
some bits of shared secret key at the beginning – hence the term quantum key expansion. If Eve 
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compromises the fibre optic which carriers the key, noise is created and Alice and Bob will 
notice this, allowing them to use a different key. If Eve creates enough noise, she can block key 
distribution.  
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QKD only uses the quantum channel to exchange keys, which are then used to encrypt data to 
be sent classically over a normal network. However, if the quantum channel could be used for 
data transfer as well as key distribution, then there is the possibility of fully auditable data 
transfer. In this mode, any data sent can be shown to have not been eavesdropped on, and this is 
thought to be very attractive to many institutional customers.12 Recent improvements in the data 
rate of a quantum channel in commercial-grade fibre, made by Heriot-Watt University, have 
made this technique more feasible.13 However, if all data is sent through a small number of 
quantum channels then a Denial of Service becomes more likely. 
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Current players of QKD include: id Quantique, MagiQ Technologies, SmartQuantum, Toshiba 
Research Europe, NEC Corp, Los Alamos, IBM, BBN Technologies, NTT, Mitsubishi, 
QinetiQ, Bristol University and ARCS. Of these, only the first three, all start-ups, publicly offer 
an off-the-shelf commercial set-up. 
 
All commercial products are based on fibre optic technology and thus far are restricted in their 
geographic and technical capabilities, as they only provide point to point key distribution over a 
limited distance (around 100km) and not a full network with routing or network access 
management protocols.  
 
In free-space key distribution, the photons are transmitted in air. Currently, absorption means 
that distances are limited to around 20km and the sender and receiver must have a line of sight. 
Furthermore, weather conditions must be good. There are no commercial suppliers of free-space 
key distribution thus far.  
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A point to point fibre system currently retails for around $70k. Only a small number of systems 
have been sold, to research establishments and governments. Spin-out companies are surviving 
through government grants, angel investment or the sale of related equipment such as single 
photon sources.  
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Without the current basic products to generate general awareness, the cycle will not begin 
whereby interested parties turn into customers as the technology capabilities increase, prices 
reduce with increased manufacturing scale, and the industry as a whole moves from the ferment 
to the take-off stage in its technology S-curve as shown below.14  
 



��������	
�����
�����������	�����������	����������� �����
�

�

��������������� �� ��������������� � �	������������

Figure 9: Technology S-Curves & Industry Life Cycle s. 

 
In the figure above, the degree of innovation with classical encryption slows down after PGP in 
the 1990s, indicating the start of the maturity phase. The 2015 comparable performance for 
quantum cryptography has been estimated as the time by which many of the initial 
implementation problems and hence network weaknesses of QKD have been solved such that 
‘overall’ security performance and not just point-to-point security is comparable to conventional 
systems. 
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Although free-space key transmission is currently technically lagging behind fibre, the customer 
market place is still in its infancy. The expected time to takeoff will provide the free-space 
researchers with the opportunity to eliminate the greater environmental restrictions of free-space 
over the fibre technology.  
 
Within 12 months, a free-space connection of 150 km linking two Canary Islands will be 
performed by the Bristol team: by 2010, free-space QKD is expected to be possible between 
two ground stations (as opposed to satellites) separated by up to 2,000 km. Also in the future, 
unknown qubits may be recreated at a remote station such as a satellite by making a ‘difference-
measurement’ known as a Bell measurement between one entangled particle and an unknown 
qubit. This difference information can be transmitted to and from a satellite via conventional 
radio transmission rather than by the photons which are necessary for typical quantum key 
distribution. Quantum communication in this way is a form of teleportation, in which 
entanglement has to be shared out across space before the protocol is performed. 
 
This will be a huge leap for free-space technology since the current ‘free-space’ environmental 
limitations will be eliminated. It is expected that such technology may be available by 2020. In 
areas where fibre and space technology compete, it seems likely that from this point onwards 
free-space technology may have the advantage.  
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Figure 10: Progression of quantum encryption over ti me. 

Technology Current properties 
 

Future Properties (2020) 

Free-space 
(satellite) 

·  No commercial suppliers 
·  Distance limit 20km 
·  Limited to line of sight & good 

weather conditions 
·  Point-to-point only 

·  Global QKD network 
·  Mobile nodes possible 
·  High fixed cost (satellite required) 
·  Comparable marginal cost to fibre 

Fibre   ·  3 commercial suppliers 
·  Distance limit 150km 
·  Requires fibre link 
·  Point-to-point only 

·  Long-distance network capabilities, 
distance limited by fibre connections 

·  Lower fixed costs, hence lower 
barriers to entry by competitors 
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Many scientists interviewed in the course of producing this report have attempted to estimate 
the prices of QKD over the coming years by considering how they expect the prices of 
constituent components to fall. It should be noted that participants were requested to ignore 
initial sunk costs such as launching a satellite, and to base costs on marginal costs.  
 
Although there were some conflicting views, overall the price for free-space and fibre links 
were expected to be similar in the long term, although fibre would be cheaper for short distances 
and in the immediate future. 
  
Figure 11: Estimated rate of 'average' price reducti on for quantum encryption. 

1
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Charles Kolodgy, an analyst at International Data Corporation, predicts a QKD market of $30m 
by 2008 and $300m by 2015.15 If nodes cost $1k at this time, this would mean that by 2015 
around 3,000 international organizations would be purchasing networks of 100 nodes. This 
seems a realistic and perhaps conservative market size estimate. In 2003 Communications 
Today forecast that the quantum cryptography market would reach $200m in the “near 
future”.16  
 
Furthermore, the growth of the e-commerce market continues to underpin the rapid growth of 
the Public Key Infrastructure technology market. In 1999, this market was estimated to 
approximately double every year between 1997 and 2001.17 Although no more recent growth 
rates have been uncovered to determine any deceleration, this report is still promising. As it 
would be anticipated that QKD market growth would follow this market, it may be used as a 
first approximation as to how the QKD market may develop. An initial market of $30m in 2008 
could translate to a potential market of over $3bn in 2015 using this rationale. Again, this seems 
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feasible, particularly when surveys by the Computer Security Institute and the FBI estimates 
that the average US company lost over $200k each in 2004 from network attacks.18 As this is an 
average loss and quantum encryption networks would be targeting the high end market, which 
presumably would be incurring greater losses, the installation of a $500k QKD network may 
recoup its cost in less than a year and therefore appear commercially viable.  
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If the geographical distribution of current market revenues for IT security products continues, 
and export/import problems persist for areas of Asia, it is reasonable to assume that the QKD 
market in the time span 2010 to 2015 will be focused on Europe, in particularly the UK, France, 
Germany, and North America.19 This is welcome news as it would provide a UK start-up with a 
sizeable local market.  
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A critical time for QKD will be after 2010 when prices drop below $10k per node and true 
network systems become commercially available. If at this point the customer base does not 
show acceleration, it is likely that the technology will not become commercially accepted and 
will remain as equipment primarily for further QIP research.  
 
However, if a number of financial institutions are convinced of its usefulness, we anticipate 
substantial accelerated growth of QKD due to the following factors: 
  

1. Satisfied customers. Many financial institutions will want other financial institutions to 
adopt the technology first and provide an opinion on implementation issues/problems. 
The first few satisfied commercial customers will therefore spur further growth.  

2. Large networks. Unlike previous military customers, the scale of the networks, i.e. 
number of nodes, is likely to be much larger for financial institutions where a greater 
number of employees are sending sensitive information.  

3. Customer pressure. Once the first few financial institutions offer QKD to their 
customers, other institutions may come under pressure from their own customers to 
adopt the technology.  

 
In order to increase the chances of the market ‘tipping’ in the right direction, i.e. market 
acceleration rather than stagnation, current players can use a number of tactics: 20 
 

1. Focus initial marketing efforts on high profile customers whose recommendations will 
encourage the market. 

2. Initially provide free servicing and support to make sure the early systems are reliable 
and that these customers are satisfied. 

3. Increase general public awareness via newspapers and the IT media. This will increase 
awareness of QKD in the financial institutions’ own customers which will mean that 
having QKD could become a competitive advantage to the institutions.  

!�6  ��������
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A number of different players are currently producing similar systems without the need to 
license off each other, implying several different QKD technologies and therefore a relatively 
weak intellectual property situation. As the start-ups are unlikely to be able to preclude the 
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technology from being developed by the incumbents if demand grows, the IT network providers 
such as CISCO who form the customers of quantum cryptography suppliers have considerable 
power.  
 
In this situation, access to complementary assets either internally or via collaborations becomes 
essential to generate barriers to entry.21 If the QKD technology leaders are small start-ups, it 
seems likely that their immediate customers will not be financial institutions, but rather the 
trusted network providers that currently supply the financial institutions with network solutions. 
These network incumbents are trusted by the financial institutions, have the reputation for 
reliability, the distribution channels to reach customers, and the technicians to fulfil service 
contracts.  
 
Figure 12: Relationships required to successfully b ring quantum encryption to market. 
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By analysis of the QKD industry using the environmental framework developed by Gans, the 
optimum tactic for start-ups is to pursue a reputation-based trading strategy, involving careful 
selection of collaborations based on the collaborator’s reputation for dealing fairly with high-
tech start-ups.22  
 
Figure 13: Strategy table adapted from Gans’ Commerc ialization Framework. 

 
 
 
For the start-ups to appropriate maximum returns, strategies must be subtle and collaborations 
carefully sought. Many large collaborators, such as IBM, have focused on manufacturing and 
R&D activities, and foster a reputation for sub-contracting technology. Partners like CISCO 
also have a reputation to encourage new start-up technologies to approach them, but rather 
differently have a much more direct policy of using acquisition strategies where the technology 
appears highly promising. Other companies have poor reputations and tend to expropriate the 
technology revealed to them.  
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Collaborations must not only be sought for attaining complementary assets to reach the end 
customer, but also to reduce development costs, address compatibility issues and form European 
and eventually International standards.  
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In conclusion, customer power may become high but their power can be reduced if reputation-
based trading is pursued at an early stage. 
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The UK benefits from leading QKD expertise and a potential local market. Continued 
investment is therefore sensible, but some concentration of available funds in specific areas 
would maximize national benefit. We therefore advise that the UK should focus on its current 
strengths and where there is less competition: the provision of free-space QKD. To achieve 
rapid progression of free-space technology, the government may wish to consider supporting the 
development of awareness of this technology and financially assisting spin-out companies in 
this area. 
 
R&D grants should align resources on critical weak areas such as stable stored entanglement, 
the development of quantum memory and repeaters, which could otherwise limit the nation’s 
strength and advancement in QIP. Other beneficial areas would be those which act as 
complements to QKD, such as quantum digital signatures.  
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The quantum networking value chain will include both free-space and fibre-based systems, and 
any UK spin-out company seeking to commercialise free-space quantum encryption will need 
access to the complementary assets of fibre-based networks. Therefore, a formal collaboration 
with an existing fibre-focused European company is worthy of consideration. We advise that to 
assist in customer assurance, the collaboration company should be well respected and stable. A 
formal collaboration with a company such as Toshiba would in this respect be preferable to 
collaboration with another new start-up.  
 
Reasonable continued investment will provide the UK with the option of seriously competing 
for international market share of the future QKD market, and as noted a particular crucial time 
to readdress the level of investment will be from 2011 to 2013, when the first true network 
systems have become commercially available and the market interest has been evaluated. This 
time estimation has been attained from the expectations of the SECOQC project (an EC 
Framework 6 programme which is focussed on creating quantum network capabilities). 
 
If acceleration is observed, greater financial investment would be wise to increase development 
speed in the UK and to attain a dominant design. 
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Figure 14: Block - Run- Team-up Strategies for Innov ation Management (Afuah). 

 
 
To access an international customer base it would further seem desirable to link UK suppliers to 
a known global network provider such as IBM or Hewlett-Packard. With these players working 
together in a (collaborative) team-up strategy, the UK would be well positioned to take 
advantage of the market if it begins to grow, access customers otherwise inaccessible, predict 
system compatibility issues, build capabilities, and yet maintain a robust and entrepreneurial 
nature to maintain innovation.23  
 
It should be noted that a team-up strategy alone will not be sufficient to retain entrepreneurial 
rents. The innovating start-ups must also pursue a run strategy, continuing to build new 
capabilities, introducing new products ahead of competitors and cannibalizing their own 
products before competitors do. 
 
This is a real issue for existing start-ups. With initial products already launched and a small 
customer base, it is tempting to reduce R&D efforts, maintain presence in the market and simply 
piggy-back off publicly-funded research projects. This strategy may allow competitors to catch 
up and new competitors to arrive, both of which may leapfrog the initial innovators and become 
the new preferred collaborator of the incumbents.  
 
Hence, in this situation where it appears that external parties can circumvent patents and thus 
render a simple block strategy useless, and where complementary assets are held by large 
incumbent organizations, a combination strategy of run and team up is required by start-ups.  

1�������


A lesson from similar new technology introductions is that a form of block which can be used 
once a dominant design is attained is branding. For instance, Intel teamed up and licensed their 
technology to a number of players until it became the dominant design. Intel then began a run 
strategy where it introduced new microprocessors before sales of its prior products had peaked. 
Once it appeared likely that it had a dominant design, it started a blocking strategy via not only 
refusing to license its technology, but also by rapidly building its Intel Inside brand name.  

����:���


One way in which the UK government could support this fermenting industry and secure a 
higher probability of capturing revenues is by financially assisting a test-bed network in a high 
profile environment in London. For instance, forming the first true QKD ‘network’ based 
around the London Stock Exchange combining QinetiQ, Bristol and Toshiba Europe branded 
technology would heighten the profile to customers, build barriers to entry from foreign 
competition, demonstrate the UK’s technological lead and provide opportunities to attain real 
customer views on the system to attract new customers. The Parliamentary Under-Secretary of 
State for Science and Innovation, Lord Sainsbury, has already announced government plans to 
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run a wider series of demonstrations and roadshows to promote quantum encryption, and a test-
bed network is a natural extension of this.24 
 
This is not a novel approach. From iPods to plasma screens, allowing the customer access to 
new high-tech products, access to technical reviews and availability of real, interactive demos 
during the decision making process dramatically increases the probability of purchase. 
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Classical digital computers work by manipulating information encoded in ‘bits’, i.e. ones and 
zeroes. Quantum computers manipulate ‘quantum bits’, or qubits, that aren't limited to just two 
states. A qubit can be a 1 or a 0, or it can exist in a ‘superposition’ that is simultaneously both 1 
and 0 or somewhere in between. This superposition gives quantum computers an inherent 
parallelism in computation. Quantum computers also utilize another aspect of quantum 
mechanics known as entanglement. If qubits are entangled, then the properties of each qubit are 
related to all the other entangled qubits.  

Superposition and entanglement bring problems as well as benefits. A qubit can be in 
superposition only until its state is measured. When measured, the qubit ‘collapses’ to either one 
or zero. All the preceding superposed states are lost, and so for a quantum computer to be useful 
requires carefully designed algorithms that can make this single measured output state useful. 
Entanglement poses even greater problems: qubits will naturally tend to entangle themselves 
with their surroundings. When this ‘decoherence’ happens, information is irretrievably lost, and 
the computation fails. Correcting for, and delaying, this interaction with the environment is a 
key obstacle to developing useful quantum computers.  
 
In practice, a computationally useful qubit, known as a logical qubit, may require many physical 
qubits to represent it. This is partly to limit the problems of decoherence mentioned above, and 
also to correct for other errors. We will consider only logical qubits, since it is not yet 
understood how many physical qubits will be required for each logical qubit in each physical 
device (although a factor of ten is often cited). For this reason, current views vary as to how 
large a quantum computer needs to be for any given application. 
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Qubits can be ‘manufactured’ in many forms; we will avoid great technical detail, but give a 
brief overview of the main forms. In almost all the physical devices, at least one viable qubit has 
been demonstrated, and some devices have shown entanglement between small numbers of 
qubits.  

A key characteristic of a physical device is its scalability: how large a machine it could be 
capable of building. Some qubit types are believed to be more scalable than others, but at this 
stage we cannot know which, if any, of the current qubit types will become a dominant design. 
However, research carried out on qubit types that fail to become commercialised will not be 
without value. There are many areas where we can see spin-off potential for the knowledge 
gained in these activities.  
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Technology roadmaps for QIP are published by several groups at regular intervals.25,26,27 
Instead, we will look at the commercial aspects of QIP.  
 
Estimates for the earliest general purpose quantum computer vary from ‘within 10 years’, to 
“within 15 years” from now, and commercialisation is expected to begin in the form of a 
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quantum ‘supercomputing facility’, operated and maintained by the manufacturer, and leased 
out to customers. 
  
Interestingly, at least two groups expect to have small, ‘quantum circuits’ of up to 30 qubits, in 
the form of a bench prototype, within around 5 years. We believe that these could offer an 
alternative, and perhaps preferable, go-to-market strategy and a potential quick win. Our 
suggestion is that these groups should sell the smallest, simplest and cheapest piece of 
equipment that can be useful in QIP research, and sell this as early as possible, to as many 
research groups as possible. 
 
The motivation for this strategy is to establish a dominant design and a trajectory for the 
technology as soon as possible. In the event that more than one type of qubit becomes feasible 
for a general purpose quantum computer, it is likely to be the one that the end users are most 
familiar with that wins. Getting a particular device into many research labs quickly will help to 
build these network externalities. However, it may be the case that different technologies to 
provide qubits may be used for different end markets, eg solid state and ion traps may find 
differing niches within memory, processing and communication. 
 
This strategy is similar to those used by Oxford Instruments and Oxford Lasers in their early 
days as spin-out companies from the University of Oxford.28 As customers, research groups are 
highly technically skilled and much more tolerant of design faults and unreliability. With 
appropriate agreements in place concerning intellectual property, the device manufacturer can 
also benefit from more research being done in parallel. 
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Ion-trap qubits are thought by researchers in most qubit areas to be the most promising long-
term prospect for a large quantum computer. Andrew Steane at Oxford has proposed a design 
scheme for a 300 logical qubit device, which addresses most of the technical issues faced by 
quantum computing.29  
 
Ion-trap qubits are formed from individual ions, trapped by a combination of magnetic and 
electric fields. Ion-trap technology is well developed outside of quantum applications, and 
manipulating these ions is already feasible. Most of the problems facing quantum computers 
have been addressed theoretically for ion-traps, and confidence is high that this will lead to 
experimental success. Teleportation has been demonstrated, and a number of simple algorithms 
have been performed. Rainer Blatt and colleagues at Innsbruck have achieved entanglement of 
eight qubits. 
 
Ion-trap technology is also gaining publications in the prestigious general scientific journal 
Nature.30,31 
 
Spin-offs: Ion-trap research is pushing the limits of miniaturisation for optical components and 
equipment, which is particularly relevant to the area of MicroElectroMechanical systems. 
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A wide range of technologies are described as solid-state. In general, the researchers in each 
solid-state area were confident of the scalabilities of their own techniques, but researchers from 
other groups were less optimistic about solid-state. 
 
Spin-offs: Much of the science going into solid-state qubits has parallels in other fields of 
electronics, particularly single-electron devices and spintronics. Spintronics is a form of 
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electronics which uses the spin state, rather than the charge, of an electron. Spintronics is 
believed by some to be likely to replace ‘charge’ electronics for certain applications and has 
been predicted to be worth hundreds of billions of dollars per year.32 
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Quantum computers based on Nuclear Magnetic Resonance (NMR) techniques have already 
been used to demonstrate Shor’s factoring algorithm; and by the United States Airforce 
Research Laboratory (USARL). However, it currently seems unlikely that NMR computers will 
ever scale beyond around 10 qubits.   
 
Spin-offs: Classical NMR techniques require very precise radio frequency pulses, and NMR 
computing is refining these. Such radio frequency pulses are also expected to be important in 
other quantum computing physical devices, and are already being used in technologies such as 
ion traps. 
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Qubits can be formed using the spin-states of atoms trapped in Fullerene molecules and carbon 
nanotubes, and single qubits have been demonstrated in ensemble measurements. An advantage 
of such qubits is their long decoherence time. A key challenge is to measure a single-electron 
spin in these nanomaterials. 
 
Spin-offs: Measuring single-electron spins is likely to be of value in spintronics. Some 
Fullerenes are also thought to be useful as ‘contrast-enhancers’ in Magnetic Resonance Imaging 
(MRI) scanning. The European market for MRI contrasting agents was worth $780m in 2003, 
and is expected to grow to $1.2bn by 2010.33 
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Optical qubits are formed from photons, and optical quantum computers require single photons 
on-demand at exactly the required moment. Single photon sources exist, but produce photons 
randomly, not on-demand, so this represents a big technical hurdle. However, photons have a 
low interaction with the environment, and so decoherence is less of a problem. Scalability is 
currently limited by the difficulties of producing entangled photons, and the current very low 
efficiencies of single photon detectors. Recently, a group from Hewlett-Packard announced a 
new approach to optical quantum computing, using non-linear (albeit only relatively weakly) 
rather than linear optics, which promises to be more scalable.34 
 
Spin-offs: Developments in optical quantum computing could have significant impact on 
quantum encryption and quantum networking. A key aspect of quantum networking is the 
requirement for a small quantum computer to act as a quantum router. If implemented with a 
non-optical physical device, the quantum information on the photons travelling in the fibre 
network must be converted to physical qubits, then back again to optical qubits. An optical 
quantum computer avoids this problem. 
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The quantum computer, to some extent, is a solution waiting for a problem. Researchers that we 
spoke with suggested many possible uses of quantum computers in scientific research, without 
being able to specify performance or value. We summarise these suggestions below, and include 
an indication of the size of the commercial market that is relevant to each area of research.  
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Quantum simulations explore physical systems that are themselves highly quantum in nature. 
This is a potential early application because a quantum simulator is thought to be useful with 
only a small number of qubits. In addition, the laboratory environment is much more forgiving 
of technical problems than the commercial environment, so devices could be released by 
manufacturers early in the technology lifecycle. Below 30 qubits, simulations could, in general, 
be performed as quickly on a classical computer. Above about 30 qubits, a quantum computer 
can outperform any conceivable classical computer, for some applications, and in particular for 
quantum simulations of many-bodied problems. An example application is the study of dipole-
dipole interactions: classical simulations of crystal unit-cells are limited to approximately 200 
independent atoms before the classical algorithms used become unstable. If a quantum computer 
could improve this performance then it would be of great value to the field of materials 
research. 
 
 
Timescale: ‘Useful’ simulations within 10 years. 
Market Value: The materials market is huge: as an example the North American market for 

piezoelectric materials alone is expected to be $1.15bn in 2006.35 
Manufacturers are continually improving these materials, and so any 
improvements in design techniques would be enormously valuable. 
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This is the use of a quantum computer to analyse classical systems, as an analogue of classical 
digital numerical modelling. QIP has the potential to add value in the numerical modelling 
industry. Contrasting views have been given about the scope for improving current modelling 
techniques, but a number of specific examples have been suggested. The solving of turbulence 
problems is often thought of as the last unanswered question in classical physics, and has 
applications in a large number of industries, ranging from turbine design, through chemical 
processing to combustion dynamics. A ‘significant’ speed-up of the Navier-Stokes equation, 
important in turbulence studies, has been reported using an NMR quantum computer.36 
 
Timescale:  10 - 15 years. 
Market Value: The worldwide market for computational flow dynamics (CFD) software was 

over $300m in 2004, and was expected to grow annually at 16% through to 
2008. A typical ‘baby’ supercomputer, such as the Silicon Graphics Altix, 
costs up to $150k. 
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It is believed that a general purpose quantum computer, with in excess of 3,000 logical qubits, 
could considerably enhance some of the largest scientific projects that might be undertaken. For 
instance, at present we can study the big bang with telescopes, looking for light from the event 
itself. We can presently see 90% of the way back to the big bang, but now need better telescopes 
to further our knowledge. The James Webb Space Telescope, the successor to the Hubble Space 
Telescope, is scheduled to be launched in 2011, and the Single Aperture Far-Infrared 
Observatory, is expected to follow in a further 5 years. A quantum simulation of the big bang 
might influence the kinds of observations made with these telescopes. This could lead to 
simplifying and reducing the cost of such equipment, or making its use more efficient, by 
narrowing the field of potentially useful experiments. 
 
Another expensive project is the Large Hadron Collider, being built on the French-Swiss border, 
which will collide proton beams at higher energies than ever before, in order to verify 
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theoretical predictions. A general purpose quantum computer might enable better-targeted 
experiments by simulating the actual collision process.  
 
Timescale: 15 - 20 years. 
Market Value:  By the time Hubble is retired in 2010, NASA and US taxpayers will have 

invested $6bn in it. The Large Hadron Collider will cost $1.6bn. We 
speculate that the US, Europe and Japan might want a general purpose 
quantum computer each, and be willing to pay $100m to $1bn. 
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Finding a trusted third party to mediate in complex negotiation scenarios is sometimes 
impractical, and herein lies the unique selling point (USP) of quantum auctions.37 For example, 
if governments are negotiating disarmament, no party wants to reveal its true stocks of weapons 
or intended actions to anyone. No entity can truly hold this position of trust. Furthermore, no 
party can risk this information being leaked either at the present time or at any point in the 
future. Sub-optimal deals are performed due to this need to guard information.  
 
In the language of game theory, quantum auctions address the free rider problem and the 
prisoners’ dilemma. This makes quantum auctions potentially useful for the allocation of public 
goods. The Nash equilibrium for this type of game does not lead to Pareto optimums: in other 
words the best outcome for each individual is not reached as they cannot trust the other players 
not to free ride. 
 
Figure 15: The concept behind quantum auctions. 
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Quantum auctions (and also quantum gaming) may come early in the commercialisation of QIP 
as they can, conceptually at least, be performed with small numbers of qubits. In addition, their 
value depends not on the speed-up over a classical alternative but on properties which are 
unique to QIP. 
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The assumption upon which we are basing this work on quantum auctions is that a quantum 
auction processor can manipulate its inputs and provide an overall output without ever directly 
reading the inputs. The very act of producing the output causes the inputs to be physically 
destroyed, and therefore they will never be knowable.38 
 
Some have speculated that conventional web browsers can be used to specify the strategy and 
then transmit it classically to the quantum auction processor. However, we cannot see how this 
provides any improvement over classical means, since the incoming data must then be read by 
the third party: the point of a quantum auction is to avoid this. The communication requires 
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either qubit interconversion between a flying and a static qubit, or all-optical transmission, or 
else all the parties must be in the same room. 
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Since the unique selling point (USP) is the lack of need for a trusted third party, the market is 
focussed on complex transactions with high confidentiality and security requirements. This 
includes: 
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·  Inter-government negotiations: European Union, United Nations, NATO.  
·  Negotiating with potentially hostile foreign powers over disarmament, or cooperatively 

setting carbon emissions limits. 
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·  Competitive contract tendering. 
·  Purchasing consortiums (a group of buyers aiming to collectively reach the best deal on 

price, volume, etc). 
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The commercial value of quantum auctions depends on some currently unknown factors, which 
will only become clear with further research. These factors are: 
 
·  Whether the strategy of each party can be specified and codified. 
·  Whether each party would need its own equipment, or whether equipment could be hired 

out. 
·  The length of time that a quantum auction would take to complete (and hence the extent to 

which machines could be shared.) 
 
An indication of the long term potential market for quantum online auctions can be ascertained 
by the current market size and growth of conventional online auctions. The San Francisco 
internet market watcher, Keenan Vision Inc., has reported that the revenues for online auctions 
were expected to be $129bn in 2002.39 This market can be broken into C2C (consumer to 
consumer, e.g. eBay), B2C (business to consumer) and B2B (business to business). We consider 
quantum online auctions relevant only to B2B auctions, due to the cost of the equipment.  
 
The B2B market is fastest growing sector and comprised $52.6bn of the total online auction 
market in 2002. FreeMarkets Inc. is one of the highest profile B2B auction sites. Their home 
page reports that in 1999, it auctioned $2.7bn worth of purchase orders and saved customers an 
estimated 2 to 25%. For large companies, 2% savings can be many millions of dollars, so the 
market will likely tolerate high fees or equipment costs for quantum auctions.  
 
Considering the high growth due to untapped markets still available and the current cost savings 
produced in the B2B market, by 2015 it would seem reasonable to predict that total B2B online 
auction transactions would be many hundreds of billions of dollars. If quantum online auctions 
managed only to infiltrate 2% of this, the total market size would be several billion dollars. 
 
A second estimate of market size can be made by considering initial target customers: 
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We consider here that each party in the auction has a node. Governmental use could be 
significant and a price of � 1m would probably fall within acceptable departmental 
budgets. If the technique proved attractive, many of the 191 members of the United 
Nations could be expected to eventually have a node. In the table below we assume  
10% initial penetration.40 
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If an outsourced business model is possible (similar to that used today for classical 
auction purchasing using Ariba or similar vendors), then equipment could likely be sold 
to 20 auction providers worldwide, selling an average of 10 nodes per auction house. 
This would be at a lower cost of around � 250k per node, since the value added to 
industry would not be as great as that added to government. 

 
It is not clear what the technical requirements would be regarding replacement machines and 
after-sales service, but since early devices are likely to initially require maintenance then this 
has been estimated at 50% of the purchase price per year.  
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Figure 16: First five years revenue estimation for quantum auctions. 

Government   
Price per node �  1,000,000 
Size of market (no of potential customers) 191 
Estimated initial adoption rate 10% 
Estimated initial customers 19 
Average nodes per customer 1 
Total sales revenue received �  19,000,000 
Yearly support & maintenance as % of purchase price 50% 
Yearly support & maintenance �  9,500,000 
Total overall revenue received �  28,500,000 
    
    
Industry (via outsourced supplier model)   
Price per node �  250,000 
Estimated initial customers 20 
Average nodes per customer 10 
Total sales revenue received �  50,000,000 
Yearly support & maintenance as % of purchase price 50% 
Yearly support & maintenance �  25,000,000 
Total overall revenue received �  75,000,000 
    

GRAND TOTAL �  103,500,000 
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This market could produce $100m in revenues within the first five years of launch, which 
should be in the next 5 years. In the longer term there seems no reason why a good business 
strategy would not provide areas of the B2B sector with a competitive advantage and realise a 
market value amounting to billions of Euros. 
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It is sometimes suggested that quantum auctions could be useful for smoothing market volatility 
or setting financial issue prices. However, this does not appear to be the case.41 A quantum 
auction replaces a trusted third party: unfortunately in financial markets these third parties tend 
to be human brokers or specialists that are not suitable for replacement by quantum auctions. 
Quantum auctions also provide anonymity, but financiers are satisfied that current systems are 
anonymous enough, and that appropriate safeguards exist. Anonymity is not seen as a problem, 
and in some cases traceability is desired. 
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In this context, we are using ‘gaming’ to refer to activities which encompass gambling and skill-
based games, as opposed to video games. 
 
Quantum game theory allows games to be produced that have both a range of strategies and a 
range of payoff functions that cannot be reproduced classically. However, these may in some 
cases be amenable to simulation on classical computers. Nevertheless, theorists currently 
believe that a quantum computer can also act as a dealer that can be implicitly trusted and 
incorruptible (although this has yet to be formally proven). Games which make use of this 
trusted status, which cannot be replicated classically, represent the new market opportunity. 
 
Quantum games could be either: 
 
·  Totally new games. 
·  Quantum versions of traditional classical games. 
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Quantum games may require only two qubits, one per player, so we expect early 
commercialisation. For more complex games, still only very few qubits are required.  
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This is unlikely to be a consumer product in the short term, due to the expense of the equipment 
required. Rather, manufacturers of equipment for quantum gaming will focus on selling to 
providers, namely: 
 
·  Casinos and traditional physical gaming outlets. 
·  Online gaming websites: classical transmission of inputs over the internet already takes place 

and so may be acceptable for quantum games. 
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The commercial potential for quantum gaming depends on precisely how these games would be 
played. This is not an area that has been explored academically, with economists and physicists 
focussing on theoretical quantum game theory. From our research it has not been explored 
commercially either. If it was vital for a quantum computer to act as a trusted third party, work 
would need to be carried out to make sure that it is theoretically impossible to compromise the 
computer. 
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·  Broadband adoption. 
·  Growth in personal disposable income (PDI). 
·  Escapism. 
·  Increasing confidence in the safety of online transactions. 
·  Increasing social acceptability of gaming. 
·  Ease of online access versus physical gaming outlets. 
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Estimates of the total market size of internet betting and gaming vary. Datamonitor predicted 
that by 2005 there would be 15 million online gamblers generating a turnover of £20.7bn, of 
which 1.4 million people would be using the internet to place their bets in the UK, spending 
over £2.8bn each year.42  
 
Gaming is currently enjoying a boom, both online and in traditional outlets. In the UK in 2002, 
24% of consumer leisure spending was on gambling (net expenditure of £7.4bn, out of £35.9bn 
staked).43 76% of the UK's 29 million adult internet users admit to regularly placing a bet either 
online or offline.44 
 
Taking online poker alone, the value of the global market more than tripled in size to close to 
$1.5bn (£827m) over the past two years to June 2005.45 
 
Broadband penetration is growing rapidly: over half of US internet home users now have 
broadband access as opposed to only 20% in early 2002.46 UK broadband penetration was 26% 
in 2004.47 
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Britain is already one of the world’s major gambling centres. The 130 casinos in the UK 
generated $6.47bn in revenues from chips sales alone in fiscal year 2002-2003. Many 
commentators speculate that the number of casinos may double to around 250 if the Gambling 
Bill is passed. The 255,000 gaming machines operating throughout the UK in casinos, bingo 
clubs, betting offices, pubs, arcades and other premises produced $2.62bn in revenues during 
the same time period.48 
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Gaming is restricted by law in most parts of the world. In practice, this does not stop a 
flourishing industry. It should be noted that online gaming is technically illegal in the US, where 
online gambling operators risk prosecution under the Interstate Wire Act and the Illegal 
Gambling Business Act.49 In practice this does not stop Americans from betting more often than 
any other nationality.50 Some commentators expect these restrictions to be relaxed as the World 
Trade Organization recently declared that the “relevant US laws broke trade rules”.51  
 
Gaming is severely restricted in China.52 “China will one day be the dominant market in online 
gambling - but not yet. China is a cash society today and it is difficult to move money into or 
out of.”53 However, many commentators expect reform in China to come quickly. 
 
Regulations on gaming are expected by most commentators to be relaxed in the UK if the 
Gambling Bill is enacted.54 
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We do not expect quantum gaming to form a major part of the gaming industry for at least three 
years after launch. This timeframe was chosen to allow the games time to be perfected and for 
consumer awareness and acceptance to increase.  
 
Gaming as a whole is a hugely profitable business with strong cash flows. MGM Mirage, one of 
the world’s largest gaming companies, has trailing twelve months revenues of $5bn and free 
cash flows of $760m, which gives plenty of excess cash with which to engage in acquisitions 
and investments in new businesses.55 For online gaming itself, estimated 2004 revenues reached 
more than $7bn with about 350 companies running at least 1,700 gaming sites.56 Investment 
bank Dresdner Kleinwort Wasserstein expects this figure to exceed $18bn as early as 2008.57  
 



��������	
�����
�����������	�����������	����������� �����
�

�

��������������� �� ��������������� � �	����#�������

Britain has become the gambling capital of the world with the London Stock Exchange and the 
Alternative Investment Market (AIM) being the preferred exchanges for online gaming 
companies such as BetFair, Betandwin, and Interactive Gaming.58 PartyGaming, the leading 
online poker firm which hosts up to 70,000 players at a time, also recently listed in London and 
saw its market capitalization rise to over $9bn, making it worth more than British Airways and 
Boots. 59,60 PartyGaming had 2004 revenues of $602m and is likely to be admitted to the FTSE 
100 Index in its autumn reshuffle.61  
 
Given the strong cash flows generated by gaming firms, both online and brick-and-mortar, we 
can expect them to pay handsomely to acquire or develop new games, including quantum 
games, that will enhance their portfolio over that of rivals. For example, even relatively small 
AIM-listed Empire Online recently bought Club Dice, which has three casino sites and one 
bingo site, and the intellectual property and brand of Noble Poker for $40m in cash.62 At the 
other end of the spectrum, MGM Mirage acquired rival Mandalay for $7.9bn earlier this year.63  
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Since this technology is close to market, we recommend that companies within the gaming 
industry begin collaboration with interested academics immediately in order to develop good 
games and the technology with which to play them. The gaming market is still highly 
fragmented, and although there are some large players there is ample scope for new entrants to 
either build businesses or licence technology to existing players. 
 
As a non-market issue, the social and ethical implications of gaming would need to be 
addressed so as to avoid the perceived need for regulatory intervention, and to avoid giving a 
negative impression of QIP in its formative stages. 
 
One interesting promotional activity would be to use an existing quantum Random Number 
Generator (RNG) to draw the UK National Lottery numbers one week, assuming they could be 
made sufficiently random.64 
 
Considering the similarity of the underlying technology between gaming and auctions, it 
appears that the success of auctions will be based upon the prior success of gaming. This is 
because the security requirements for auctions would be much more rigorous.  
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Much of this section is based on classical algorithms that can be expected to run on a quantum 
computer. 
 
Formally, within classical computer science, NP-Complete problems are a class of computable 
problems.65 Quantum computers are widely expected to provide a practical speed-up to these 
problems.66 
 
It is useful to think of NP-Complete problems as needle-in-a-haystack problems, where the 
haystack is of finite size. Problems in this class, of which there are many thousands, can often 
theoretically be solved by brute force, enumerating every possible answer to the problem. 
However, in practice, this is not possible due to the time which this would take on a classical 
computer, which is often quoted as being longer than it will take for the sun to burn out.67 
 
A useful area within industry for discovering how to apply these problems is the field known as 
Operations Research. This field uses mathematical techniques to solve scheduling, optimisation 
and capacity utilisation problems.  
 
Currently, when an NP-Complete problem is tackled in industry it is ‘solved’ sub-optimally 
using heuristics which have varying success. The mathematical technique of linear 
programming can be used to help with these problems, but this technique breaks down when 
integer numbers are involved (for example, you cannot dispatch 6.5 aeroplanes). Integers are 
very commonly found in real-life problems, giving an opportunity for QIP to help in these 
cases. 
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These are computationally intensive areas, and we expect that commercialisation will not occur 
until a quantum supercomputer resource becomes available, in 2014 at the earliest. 
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Since this section is in some places technically speculative, we have set down our technical 
assumptions here. 
 
·  Grover’s algorithm68,69 and/or quantum adiabatic algorithms70 can be applied to NP-

Complete problems, especially the Travelling Salesman Problem71 and the variants of the 
Bin Packing Problem72. 

·  Quantum scheduling requires the square root of the number of steps taken classically (e.g. 
1012 will become 106 steps.) 

·  Knowledge of the specific problem structure can provide further speed-ups. 

·  The power of a quantum computer, for eligible calculations, can be increased by adding a 
further qubit. Therefore, power is effectively unlimited such that a suitably powerful 
quantum computer can solve any amenable problem in a ‘reasonable’ timeframe. 

·  Current scheduling solutions are less than 99% efficient, frequently much less.73 For the 
valuation of markets, as a conservative assumption, we assume that quantum scheduling will 
improve efficiency by 1%. 
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Scheduling is a classic area for NP-Complete problems and for Operations Research, a 
particularly rich application area. Here we have identified a few representative examples of 
problem types.  

8�0��  ( ��/�'�
 � �.�+&/�'" 


����	��
+�����
����


This problem relates to the scheduling of aircraft routes, aircrew staffing and training of airline 
personnel. Major airlines like British Airways currently may not even attempt an optimal 
schedule. This could be because it is too difficult to compute, especially making quick changes 
in the event of strike action.74 This could also be due to inadequate data being available, but the 
existence of classical scheduling systems suggests otherwise. 
 
Current high-end flight scheduling solutions, such as Sabre’s AirFlite Profit Manager, generate 
1-3% annual incremental revenue.75 America West cites savings of $3m after implementing an 
analytics system to forecast their flight crew needs.76 Sabre Airline Solutions claims that its 
Rocade Crew Management System has reduced planning and scheduling costs up to “7% for 
pilot workforce and up to 13% for cabin crew”.77 These systems are usually implemented only 
by the smaller airlines, suggesting that it is the size and complexity of the problem, rather than 
limited data, which is the limiting factor. 
 
Boeing predicts that worldwide airline capacity, measure by available seat miles (ASMs) will 
reach 5 trillion ASMs by 2013.78 Current cost per ASM varies by carrier and length of route, but 
a reasonable average seems to be $0.07, giving a total cost base in 2013 of $350bn. A 1% 
reduction in these costs, shared equally between the airlines and the solution provider suggests 
quantum scheduling to be worth $1.75bn in 2013. 
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This problem relates to the scheduling of deliveries and making sure that vehicles are fully 
laden for the return journey (back-haul).79,80 There are estimated to be 1.9 million tractor units 
(trucks that haul containers) in the US, costing between $16k and $22k per year to own and 
maintain (not including operating costs). A 1% reduction in these costs, shared equally between 
the industry and the solution provider suggests the quantum scheduling market is worth $250m 
per year in the US alone. 
 
In Europe, Teleroute Ltd offers a brokerage service for backhaul loads, and its turnover is � 50m 
per year. A centralised resource offering brokerage and optimal routing could be of great benefit 
in reducing road traffic, and might attract subsidies and support from governments, not to 
mention legislation.  
 
Haulage companies, load brokerage companies and scheduling software suppliers would do 
well to recognise the non-market implications of quantum scheduling. Using Barron’s Four I’s 
framework of Issues, Institutions, Interests and Information, we can highlight risks and 
opportunities for these industries. As an Issue, the haulage industry attracts attention from 
Institutions such as environmentalists who want absolute reduction in traffic; governments who 
want reduced congestion for economic reasons; and the general public who want fewer traffic 
jams. In Barron’s terms, Information is what the various parties understand about the 
consequences of their actions, and lack of knowledge of the potential of quantum scheduling 
could prove costly. If the public discover that road haulage is less efficient than it could be, then 
governments may possibly force legislation on the industry to improve the situation. The 
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haulage industry can mitigate this problem by seeking early engagement with governments and 
other Institutions, for example by setting up a working group to investigate these Issues. 
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This problem relates to the scheduling of railway rolling stock and of track utilisation.81 For 
example, a MultiModal Applied Systems scheduling model is credited with saving over $330m 
from Canadian Pacific Railway’s cost base.82  
 
The total operating costs of all Class 1 US freight Railroads (railroads with revenues in excess 
of $277m) were $35bn in 2004.83 A 1% reduction in these costs, shared equally between the 
industry and the solution provider suggests that the quantum scheduling market is worth $175m 
per year in the US alone. 
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This problem relates to making the most efficient use of forklift trucks and personnel within a 
warehouse.84 Total US warehousing costs were estimated by Cass Logistics to be over $78bn in 
2001, and order-picking can account for 40-60% of the direct labour budget in a warehouse. The 
US Department of Labor estimates that 550,000 people are employed in warehousing in the US, 
at an average yearly wage of $31k. A 1% reduction in these costs, shared equally between the 
industry and the solution provider suggests that the quantum scheduling market is worth $42m 
per year in the US alone. 
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This problem originally came from a paper written by General Motors looking at making the 
most efficient use of expensive test prototypes and testing facilities.85 
 
Whilst GM would not share the expected savings from better test scheduling, the author of their 
paper did tell us that for a large company even a few percentage points of improvement on a test 
schedule can be translated into large amounts of savings corporate-wide, and these numbers are 
“usually in the millions”.86  
 
Savings at GM come from reduced warranty costs: generating better test throughput generates 
more information about vehicle performance and thus improves vehicle reliability. 
 
If we conservatively assume that a variant of the test scheduling problem affects 100 major 
worldwide corporations, and that each could save several million euros in costs by solving the 
problem, assuming that budgets can be allocated then selling 100 units at � 1m per unit seems 
reasonable, making � 100m in sales revenues without considering support costs. 
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The most well-known application of a quantum computer is to use Shor’s algorithm to factorise 
large prime numbers and thus break existing RSA cryptography.87 The QIP effort in the US is 
greatly focussed around this one usage (although this is not the case in Europe). 
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Although the US government’s desire for a factoring machine has been a major motivation for 
the funding of QIP research, and they have a classified programme for this, it is by no means 
clear to us that there will ever be a large market for a factoring machine: the very existence of 
such a machine will lead to the most sensitive users of encryption switching to substitute 
technologies. This switch may be either to quantum encryption or to other classical encryption 
algorithms that are not vulnerable to attack from quantum computers. It should be noted that 
this switch may not be immediate and may be technologically difficult, but a factoring machine 
would provide a strong market driver for alternative cryptology technologies such as quantum 
cryptography. 
 
We believe that the market for a factoring machine is therefore limited to roughly the ten 
leading industrialised nations. Since the machine will rapidly become less useful over time as 
RSA encryption is phased out, activity will realistically focus on cracking old, stored RSA-
encrypted data, of which the security agencies are likely to have a considerable amount. 
 
Much has already been written about factorisation, and so we will not elaborate further here for 
reasons of space. 
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Our research suggests that not all of the areas sometimes quoted as being amenable to quantum 
computing will actually be commercially viable. Here, we identify areas that do not currently 
look to be exploitable and suggest criteria that would reopen the area for QIP. 
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Some have speculated that QIP may help with artificial intelligence, neural networks and 
probabilistic algorithms. However, this makes a fundamental error in confusing types of 
problems with types of solutions. The above are all types of solutions, and not problems to be 
solved, and are only deployed because no better deterministic way of solving those problems 
can be found. They are not often used to deal with needle-in-a-haystack problems, and so QIP is 
unlikely to help.88 
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Data mining or Knowledge Discovery in Databases (KDD) can be defined as the process of 
analyzing data to identify patterns or relationships.89 Since it appears to be computationally 
intensive, many have suggested that it could be amenable to quantum computing. However, we 
do not believe this to be the case. 
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Research at IBM currently shows that the biggest computational inhibitor for data mining isn't 
raw computation speed, but speed of data retrieval and input/output operations.90 The limitation 
is memory (RAM) and not processor power. Therefore, quantum processing would be of little 
use unless paired with huge amounts of quantum memory. 
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In marketing, data mining is mostly not a case of brute-force to determine relationships, since 
‘relationships’ – meaningful or not – can almost always be found. Rather, the opposite approach 
is often taken. For example, the UK supermarket Tesco analyses its loyalty card data by using it 
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to test hypotheses generated by marketing managers.91 The limitation is not computing power, 
but marketing brain-power, specifically coping with the persistent uncertainty or variation in 
customer behaviour, i.e. however well you model it, people still change behaviours for no 
apparent reason.92 
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New areas of data processing are opening up within marketing which may be more amenable to 
QIP.93 However, this is by no means certain. Furthermore, this is a fast-moving business area 
and so it is impossible to predict what the requirements of these applications will be at the point 
when a suitable quantum computer would be available, and whether or not classical computers 
would suffice. The following areas are therefore suggested as guidance only, where extra 
quantum processing power may be useful, since market sizing cannot be sensibly undertaken: 
 
Marketers increasingly attempt to simulate ‘what-if’ scenarios, attempting to establish the 
effects of running one promotion versus another. Usually this is done at the individual customer 
level, which might then be aggregated into marketing scenarios. The likely users of this 
application are therefore large multinationals with lots of customers who do a lot of direct 
marketing, such as banks.  
 
Another area which may have potential is the optimization programs that are increasingly run by 
media buying companies, (i.e. the companies who buy advertising on behalf of clients). These 
programs calculate the most efficient way of reaching x% of the population n times based on 
their media consumption. These programs have only appeared since around 2000 because of the 
complexity of the calculations and the mass of data required.  
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Metrology deals with the process of measurement and the classification of standards, including: 
 
·  Developing instruments and techniques for enhancing measurement sensitivities and 

traceability. 
·  Understanding the calibration needs of equipment in laboratory settings. 
·  Meeting the requirements of standards bodies.  
 
Quantum metrology offers universal measurement standards that can be realised from first 
principles by any measurement laboratory.94 From a product perspective, quantum metrology 
underpins the development of the necessary ‘picks and shovels’ for nascent quantum-based 
industries: instrumentation and components that will enable the proliferation of higher-order 
QIP devices (e.g. quantum computers), as well as improved versions of present day mainstream 
products (e.g. DVDs).  

A�!  (����
��
(�������

Notable areas of activity within quantum metrology include entangled particle metrology, few 
photon metrology, optical frequency standards, quantum electrical metrology, SEM microscopy, 
and single molecule detection. Advances in these areas will form the technological basis for 
subsystems that will drive the development of commercial applications such as those described 
below.   
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The closest-to-market application for quantum metrology, in particular photon metrology, is in 
quantum cryptography which relies on the availability of single photon sources. The National 
Physical Laboratory is working with Toshiba, Hitachi and Qinetiq in developing single photon 
sources and in characterizing these devices.  
 
Current commercial quantum cryptography solutions do not use true single photon sources but 
rather attenuated lasers. Presently, cryogenic (cooling) needs and low-volume fabrication drive 
the total cost of building a single photon source to between £1k-£100k depending on 
wavelength emitted. Nevertheless at full commercial production, we expect that the cost can be 
brought down to below a thousand for a room temperature device in 3 to 5 years. 
 
Beyond cryptography, fibre-based communications will benefit from advances in single photon 
sources and high efficiency quantum detectors. Solid-state detectors such as those manufactured 
by scientific instrument maker PerkinElmer currently operate at 60-70% efficiency in the visible 
light spectrum and need cryogenic cooling: the goal is to build devices that operate at telecoms 
wavelengths, with higher efficiencies, and cooled via other means (such as electrical cooling). 
Timeframes to commercialisation are within 5 years. 
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Advances in optical frequency standards and entangled ion and photon metrology will increase 
the frequency stability of metrological systems. Entangled particles offer greater precision vis-à-
vis non-entangled ones as the signal-to-noise ratio of a system with n entangled particles 
improves by n versus square root n for classical systems.  
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One of the first instruments to benefit from these advances will be atomic clocks, perhaps as 
early as in the next 5 years. Present day atomic clocks are stable to one part in 1015, which 
means that the clock would gain or lose a second in 30 million years. With entanglement, it 
would be possible to build a clock stable to about one part in 1018, or 30 billion years. Precision 
at this level would allow physicists to check theories of gravity and to test the value of the fine-
structure constant95; geologists will have better tools to monitor the slowly changing spin of the 
planet; and space agencies will have access to better deep-space navigation.96  
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A prominent application for atomic clocks is in the Global Positioning System (GPS) where 
each of the 24 GPS satellites carries four atomic clocks. Current positioning for commercial use 
is not precise enough for emerging applications, such as Advanced Driver Assistance Systems 
for motor vehicles which require precise lateral location within a lane;97and precision farming 
where GPS-guided tractors dispense custom-doses of water, fertilizer, and pesticides to plant 
rows.98 Provided that errors from atmospheric effects and signal multipath delays are adjusted 
for, better GPS precision will require more precise atomic clocks.  
 
The timeframe for QIP-enhanced GPS is in the 20-year range. Such a system would have to 
undergo space qualification before being launched aboard a new generation of GPS satellites.  
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The market for atomic clocks themselves is relatively niche, limited to GPS/Galileo satellites 
and several hundred laboratories and standards bodies worldwide.99 However, the spillover 
benefit to society and industry in general from better atomic clocks, especially in the GPS arena 
for navigation, location-based services and telecommunications synchronization, is immense.  
 
GPS production value globally is expected to grow to $21.5bn in 2008, up from $13bn in 2003; 
predictions also show strong annual growth and an expected market size of $757bn by 2017.100 
By 2020, GPS will be used in 2.9 billion mobile phones and 500 million vehicles.101 
Governments, especially the US and EU, will help drive GPS usage via regulations concerning 
emergency calls (E-911 and E112) and road charging for trucks and cars via road taxation and 
tolling.102  
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Photon entanglement allows for range and timing precision below the standard quantum limit 
(i.e. ‘quantum entangled enhanced precision’). Commercial parties interested in this technique 
will include precision engineering firms, such as photonic component makers whose devices 
need to be very well characterized. Example firms are component manufacturers such as 
Corning Tropel and JDS Uniphase, and Tier 1 vendors with vertically integrated component 
technology such as Alcatel, Ciena and Sycamore Networks. 
  
Development timelines are in the region of 5 years. The market size for photonic components 
and subsystems is forecast to hit $5.6bn by 2009 at an average annual growth rate of 18.2%.103 
Note that the spin-off from metrological advances will form a segment of the overall value 
chain and take a percentage of the top-level dollar figure. However, the exact percentage is both 
application-specific and difficult to quantify at this time.  
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Optical storage has recently emerged as a cost-effective alternative to magnetic hard disks or 
tape. Two high-density formats, the HD-DVD and Blu-ray, both use a short-wavelength blue-
violet laser to get higher recording densities.104 However, contingent on the robustness of QIP 
techniques, photon entanglement can enhance the sensitivity of measurement devices (such as 
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optical disk heads) and thus allow for higher optical resolution beyond the wavelength limit. 
Groups working on entanglement have suggested that this could lead to higher storage densities 
for optical storage mediums by using the same wavelength lasers. Entanglement-based systems 
can conceivably achieve four or more times the density of classical systems.105 Measurement of 
the entangled systems is crucial, and this could be a limiting factor on the technology which 
slows down the development timescales.  
  
The combined market for magnetic and optical storage, estimated at $19.8bn in 2005, is 
expected to rise to $39.9bn in 2010, at an average annual growth rate of 15.1%.106 The optical 
storage market is nonetheless more attractive as its growth rate far exceeds that of magnetic 
storage by 19.8% versus 4.8% per annum; it will comprise 77% of the global magnetic and 
optical storage market by 2010 as shown below.107 
  
Figure 17: Global Magnetic and Optical Data Storage Market, 2004-2010 (US$m). 108 

 

 
      

Entanglement-based systems are technically possible in 5-10 years time, but commercial 
systems are realistically more than a decade away.  
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Advances in few photon metrology are bringing about new applications in low-light biological 
imaging, i.e. devices that can resolve biological samples with only a few photons of light. 
Perhaps more interestingly from a commercial perspective is Quantum Optical Coherence 
Tomography (QOCT), where ‘dispersion’, a problem in classical optical coherence tomography, 
is obviated by entangled photons. QOCT can improve non-invasive three-dimensional 
biomedical imaging regimes for medical diagnosis and surgical guidance in ophthalmology, 
intravascular measurements, and dermatology.109,110 
 
Commercial timelines are in the 15-year range. Interested parties may include established 
ophthalmic system solution providers such as Carl Zeiss Meditec and TOPCON, and large 
integrated medical systems houses such as Varian and GE Healthcare. Overall revenue figures 
indicate the relative attractiveness of the market: the ophthalmic diagnostics market itself will 
reach an estimated $2.6bn as early as next year;111 while the US market for medical imaging 
equipment alone stood at $6.6bn in 2004 and is forecast to grow at 7.6% annually through 
2008.112  
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Advances in quantum metrology form the building-blocks for the development of commercial 
quantum systems across the board. However, just as for the electronics industry, issues related 
to patent strength, compatibility and interfacing, and context-dependent valuation may present 
inherent problems in monetizing the market for know-how for quantum metrology.113 In 
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contrast, in chemicals and pharmaceuticals, patents “work especially well and are 
ubiquitous”.114 Quantum metrological advances, on the other hand, may be harder to ‘fence-off’ 
and appropriate in a legal sense.115 
 
The analysis by Hughes of “large technological systems” exhorts us to look for “reverse 
salients” as points where opportunities for new technologies can be found.116 A reverse salient is 
an obstruction in the advancing wavefront of a technological system which restricts the forward 
progress of that system. One such reverse salient is observed whenever quantum metrology 
faces a limit on the classical resource that can be employed. For instance ‘in-vivo’ microscopy 
is limited by the fact that ‘brighter’ light sources cannot be used without destroying the target. 
Here, entanglement can be exploited to improve performance, without using more photons. We 
recommend that developers of quantum metrology technology seek out other reverse salients in 
other markets. 
 
The key to bringing research from the laboratory environment into the commercial world lies in 
academic-industry partnerships. Both Teece and Gans & Stern, have emphasised the importance 
of complementary assets in this process.117,118 As an example, consider the use of entangled 
photons in the optical data storage market:  
 
Figure 18: Complementary assets required to appropr iate value from QIP-based optical storage. 119 
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In fact, incumbent optical data storage companies, such as Sony, Fujitsu, Hitachi, Toshiba, 
TeraStor and Hewlett-Packard, already own most of the ‘difficult to replicate’ complementary 
assets needed to successfully commercialize QIP-based optical storage systems. In such a 
situation, Gans & Stern suggest that the correct strategy depends on whether or not new 
technology can be protected, e.g. by patents. Referring back to the Gans model in section 2.5.2 
of this document, if protection can be put in place then we can expect to see “ideas factories” 
emerging: an environment where the incumbents do not feel threatened by, and actually 
encourage, the emergence of new technology start-up companies. These new companies should 
not try to compete directly with the incumbents, but should become their partners and suppliers.  
 
If protection of new technology is doubtful, then technology developers must resort to 
“reputation-based ideas trading”. In this environment, research laboratories with new ideas 
would be well-advised to appropriate value through long-term relationships with the 
incumbents, through their technology transfer departments, rather than by establishing spin-out 
companies. 
 
Finally, if any one subfield of quantum metrology should be emphasized over others in terms of 
funding and research support, a good candidate is entangled particle metrology, as it appears to 
be one of the more promising fields of quantum metrology for commercialisation given its wide 
array of potential applications. 
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Scenario planning is an attempt to build plausible views of a number of different futures for an 
industry operating in conditions of high uncertainty.120 The future of QIP can be considered 
using the McKinsey Typology of Uncertainty for Scenario Analysis where there are four 
possible generic futures.121 
 
 
Figure 19: Generic scenarios for the possible futur e of QIP. 

 
 
 
Realistically there is neither a clear future nor complete ambiguity. There are two underlining 
issues which will determine the success of QIP: market acceptance, and the number of qubits 
that are realistically stable. These issues can then be used as the axes in a 2-D scenario map:122 
 
 
Figure 20: Specific scenarios for the possible futur e of QIP. 

 
 
 
The financial return differs greatly between each scenario, but there are returns from each 
scenario. Targeted investments made now give investors real options to participate in the future 
of QIP, should the Quantum World scenario come to pass. 
 

Clear future, 
no scenario 
analysis 
necessary  

Limited 
number of 
alternative 
scenarios  

Continuous range 
of scenarios over 
1 factor e.g. 
market 
penetration  

Complete ambiguity e.g. 
Investment in Russia, 
range of futures for 
many factors such as 
political stability, culture, 
market acceptance 
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Using the PEST (Political, Economic, Social and Technological) framework, here we identify 
threats that must be navigated by commercial QIP offerings if they are to be successful in the 
marketplace.123 
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A prime issue for the governmental security agencies is that if quantum cryptography becomes 
widely available, they may be unable to intercept terrorist communications. The nation with 
most demonstrated concern has been the US.  
 
The problem has been controlled in recent years by restricting the export of cryptography, and 
by restricting the publication of encryption algorithms. However, this has been viewed by many 
as constraint of Freedom of Speech and the peak of ‘encryption controversy’ in the US was 
between 1994 and 1998 when there were three legal challenges to the export regulations. Strong 
export restrictions were relaxed due to public pressure in 2000. Now the current regulations 
allow the export of most encryption commodities, but licensing is required for strong classical 
encryption.124  
 
The US regulations permit the US government to review all exports of ‘strong’ encryption, 
giving it a chance to make regulatory revisions. Restrictions on “terrorist-supporting” states 
(Cuba, Iran, Iraq, Libya, North Korea, Sudan or Syria), their nationals and other sanctioned 
entities were not changed by the 2000 ruling.125 The danger is that some governments may 
reconsider imposing strong legal restrictions with the advent of quantum devices. The quotation 
from FBI Director Louis Freeh, in testimony before the House Judiciary Committee in 1995, 
demonstrates that this is a real concern: 
 

“Unless the issue of encryption is resolved soon, criminal conversations over the 
telephone and other communications devices will become indecipherable by law 
enforcement. This, as much as any issue, jeopardizes the public safety and 
national security of this country. Drug cartels, terrorists, and kidnappers will use 
telephones and other communications media with impunity knowing that their 
conversations are immune from our most valued investigative technique.”  
 

Given the international nature of modern technology development, we seriously question how 
useful and effective national legislative restrictions would actually be in practice. 

8.2.2 � �*'*$��
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The first QIP products will become available in a few years time, in an unknown economic 
climate. By this time, many of the current start-ups may have been surviving on poor 
component sales and numerous rounds of angel investment. In an economic downturn, capital 
spending on network security may be postponed, damaging a fledgling QIP industry. Investors 
and technology entrepreneurs may move their attention elsewhere.  
 
A crucial influencing factor as to which start-ups succeed will be securing both technological 
expertise and entrepreneurial management whilst sales opportunities are limited.  
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The QIP community is threatened by negative images of the word ‘quantum’ from the general 
public and non-governmental agencies (NGOs). Attitudes have change since the silicon 
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revolution and no technology is immune to negative public perceptions. We have seen a public 
outcry against biotechnology and GM crops, and the related industries have suffered badly. 
Nanotechnology has learnt lessons from these episodes. Although many of the commercial 
applications are as far from realization as those of QIP, nanotechnology national bodies have 
already built relations with NGOs such as Greenpeace, and are encouraging public participation 
in the technology’s direction. In the UK, a nanotechnology citizens’ jury has been set-up where 
members of the general public spend five weeks helping to form policy on the science after 
being informed on different perspectives.126  
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The primary threats to quantum cryptography are likely to stem from technological factors. One 
threat is the incumbent conventional encryption systems and current players such as 
Cryptography Research Inc. This will be compounded if the advancement of quantum 
computing is slow such that quantum cryptanalysis ability grows steadily rather than increasing 
suddenly and discontinuously. If slow performance improvement is observed, conventional 
encryption players will just increase their key length accordingly in order to defeat quantum 
cryptanalysis. 
 
Furthermore, for quantum cryptography to be viewed as offering higher security than classical 
methods, other weak links must be addressed. For instance, implementation bugs and human 
beings are currently viewed by many as the weakest links of security systems. Unless the 
suppliers of quantum encryption can convince potential customers that these issues can be 
solved, educated customers will see little advantage in upgrading to quantum cryptography if 
security may still be breached by network personnel.  
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To ensure the commercial success of QIP, its commercial potential and players must 
communicate effectively. We believe that this can be assisted through a new organisation to link 
QIP researchers and industry together in a new way.  
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It has been difficult to fully identify the commercial prospects for QIP, for the following 
reasons: 
 
·  Since QIP is a relatively new area, it is difficult to give meaningful information to potential 

customers for market sizing. Areas of uncertainty include: 
o Potential capabilities of the technology. 
o Nature of amenable problems. 
o Time to market. 
o Cost of devices. 
 

·  Many academics and researchers within QIP - including those in commercial organisations - 
are not aware, or not interested in, the commercial and practical uses for their research or the 
real-world problems that industry faces. 

 
·  Awareness of QIP outside the current QIP community is low amongst potential users. 
 
·  This is a highly interdisciplinary field with practitioners working and publishing in a wide 

range of areas, making good information hard to consolidate. 
 
In order for the potential of QIP to be fully identified and developed, many currently disparate 
communities must be brought together around the theme of QIP.  
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Experience with micro/nano-technology has shown that an organisation dedicated to providing a 
link between a variety of research areas and industry can give the technology a strong 
commercial boost. 
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Euspen, the European Society for Precision Engineering and Nanotechnology, was established 
in 1999 with funding from the European Community. Now established as a financially self-
supporting and expanding not-for-profit membership organisation, euspen is a body of more 
than 550 individual members and approximately 90 corporate members from leading industrial 
organisations, universities and research institutes world-wide.127 
 
Industrial members use euspen to: 
 
·  Find suppliers of new micro components. 
·  Find collaborative research partners. 
·  Publicise new products to a focused target group. 
·  Promote their research in a coordinated and united manner. 
 
Importantly, euspen has full time staff dedicated to the organisation. Most coordinated actions 
and virtual networks failed to become useful and financially self-supporting companies after 
their initial funding is used up because staff were often working part time whilst on other 
projects and with pressing research commitments: industry experience has shown that this 
model seldom works. 
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The activities which we propose that the new organisation undertakes are similar to those 
carried out by euspen: 
 
·  Making contact details available between members. 
·  Organising informal meetings and formal conferences. 
·  Fielding enquiries of the nature: 

o “Where can I find information on …” 
o “Who knows about…” 
o “Where can I buy…” 

·  Providing a database of who knows what. 
·  Providing an easy focus point for selling to a highly fragmented industry. 
·  Publishing a dedicated journal with a reputable publisher such as Elsevier, to serve as a 

catalyst for action by recruiting editors, referees and contributors, and also to add credibility 
to the organisation. 

·  Finding and disseminating relevant market reports and news articles: members do not have 
time to do this. 
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With the euspen case study, around � 1m was provided by the EU to run the organisation for 
three years, and then each activity became self-sustaining. A similar level of funding would be 
needed here. 
 
The organisation should focus on Europe as a whole and not just the UK, which would make it 
appropriate for initial assistance by Framework 6 funding from the EU. Due to language barriers 
and the UK’s lead in many QIP areas, the organisation’s headquarters would benefit from 
location in the UK, but with activities across Europe. 
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The sponsors of this project requested that the MBA SCP team consider the use of Monte Carlo 
analysis and Real Options Analysis for determining how funding bodies such as the EPSRC 
should best invest in speculative research to create and capture value from QIP.128,129 
 
Monte Carlo analysis allows managers to use estimated probability functions of different project 
variables to generate a distribution function of possible project outcomes. To generate such 
input functions, statistics from comparable projects must be known. In some instances, experts 
in the area can estimate a distribution by considering the worst case scenario, the most likely 
outcome and the best case scenario. These figures can then used to generate a triangular 
distribution function.  
 
In the Monte Carlo analysis the project is treated essentially as a known, fixed entity and does 
not consider that the project can be divided into separate sub-projects and modified after each 
sub-project. Options to modify projects are known as Real Options. They give the investor 
opportunities to invest fully in a technology in the long term by investing only a small 
proportion of the total investment today.  
 
Figure 21: Real Options Analysis as applied to quan tum encryption. 

 

 
 
A Real Options Analysis of research projects initially seems attractive to apply to QIP, since an 
individual QIP project may have a significant impact on a large number of projects in the long 
term. Opportunities for benefits are therefore higher and thus a higher option value would be 
attained compared to many short-term development projects. 
 
However, in practice the theory presents problems due to the complexity of inputs required, and 
so it is easy to get false conclusions. As Bowman points out, in areas such as this the true 
benefit of considering Real Options Analysis is often not in the evaluation of the project but in 
that it forces researchers to design better projects which are inherently more flexible.130 
 
After discussions with Monte Carlo and Real Options users, we do not consider Real Options 
Analysis appropriate for use in QIP, but we do feel that Monte Carlo analysis may be suitable 
for use by funding bodies.  
 
The basic inputs of a Monte Carlo analysis are probability distributions of: 
 

1. Cash flow requirements. 
2. Likelihood of a successful project. 

2005 – 2010 
Invest in QKD, 
build patents 2011: 

Observe 
demand 

2012 License IP to small-
scale supplier, limit 
losses 

Demand 
high 

Demand 
low 

Initial scale investment provides the option to enter a potential 
growth industry. This option has a value dependent on the 
probability of market adoption, risk-free rate, market penetration etc.  

2012 Invest heavily in 
manufacturing resources 
during growth period 
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3. Relevant beneficial outputs (e.g. research papers, commercial products, licence fees 
from patents etc)  

 
As a first estimate, triangular distributions could be used. The mean is calculated from 
estimations taken from data of previous comparable projects in the area, the quality of research 
partners in the project, and the current market for the technology. Comparable projects would be 
found by segmenting and scoring by human evaluators. Note that a large amount of data would 
be required on past projects. It would require examining old projects, seeing how they were 
scored, segmenting into similar classes, tracking their impact on other projects, the number of 
papers written, the successful commercialisation of the project’s results etc.  
 
Errors in the distribution function would again be taken from data collected in previous projects. 
For instance, it may be that projects in the area of nonlinear optics have a broad range of 
outcomes. The benefit distribution function would therefore be wider. 
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There are a number of important issues that must be addressed before contemplating using this 
type of model for determining which research projects to fund: 
 

1. It would take a long time, at least five years, to build the required data. 

2. It would require constant evolution as markets change and the success in different 
research areas alter as fields develop and ‘quick wins’ are found. 

3. From discussions with Amadeus Capital Partners Limited, a successful investment 
company using Monte Carlo analysis, it is understood that the method is highly 
susceptible to human manipulation.131 Researchers and evaluators would have to be 
given a large number of questions whilst being unaware of which levers the 
analyses were actually sensitive to.  

4. The method does require quantitative inputs from human evaluators or referees, and 
the inputs are inevitably biased depending on which referee is scoring. For instance, 
some referees may always be harsher than others. The system needs to understand 
this and so a lot of input data from each referee is required to ‘clean’ the data and 
remove the biases.  
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To date there are few statistics which could help, although there are some. Discussions with the 
EPSRC have revealed that data and analysis has previously been carried out on the accuracy of 
referees and patterns found on how some ‘types’ of referee score compared to others. Besides 
this data, a great deal of statistics would need to be assembled and so a large concerted action 
would be required. 
 
For the project to succeed, much longer-term beneficial returns of projects and the link between 
projects in the distant future, need to be taken into account. For instance, if all quantum 
encryption projects failed to produce a profitable UK commercial entity, the projects may still 
be worthwhile as the successful development and commercialisation of quantum computing 
may depend on their results.  
 
For the analysis to be accurate on projects such as quantum memory, where the maximum 
benefits may be 15 years down the line, evaluators would have to score these potential future 
benefits for 2, 5, 7, 10 and 15 years. After following a number of projects for perhaps five years, 
the accuracy of judgement could be estimated and extrapolations made.  
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To track projects after they terminate, it would also be necessary to allocate a small amount of 
extra funding to project leaders for yearly reports on further papers, new IP licenses etc.  
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The outputs from a project are not just financial. To evaluate a project with the potential of great 
financial returns compared to one that may produce a cleaner environment, it would be 
necessary to link one output with another. For instance, 20 research papers = 1 patent = 1 life of 
improved quality. Alternatively a threshold could be devised for each category and the project 
would have to score over the threshold in a certain number of categories. Inevitably these sort of 
equivalences will always be controversial. 
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In summary, although there are issues in using the Monte Carlo analysis procedure for assessing 
the value of research projects, we believe that with carefully collated data, it might prove a 
useful methodology which lessens politics and takes into account the full benefit of a project by 
incorporating links between the project under consideration and the long-term future of the 
field. 
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Although an often-used business cliché that fails to translate into reality, we believe that there is 
great potential for synergy within QIP. In fact: 
 

We believe that the commercial success of QIP vitally depends on finding 
and exploiting inter-disciplinary and academic-commercial synergies. 

 
This is because QIP is inherently interdisciplinary and requires deeply specialised knowledge, 
and so cooperation is vital for success and for preventing duplication of effort. 
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It is not possible to identify detailed synergies across the board for QIP, for the simple reason 
that other disciplines and commerce are not sufficiently linked to QIP to yet fully understand 
these synergies. This is why the creation of a linking organisation is crucial for success. 
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Since research money is always scarce, it is vital for the UK Government to know that this 
money is being efficiently allocated to produce ‘effective returns’ (however these may be 
defined). 
 
By bringing together the wide variety of communities involved in QIP, research spending will 
lead to outputs of much greater value by making sure that research in one area is much more 
widely disseminated than would otherwise be the case, meaning that many more disciplines 
benefit from the knowledge than would otherwise be the case. 
 
Furthermore, new and productive research collaborations between individuals, organisations 
and the public and private sectors can be expected to develop, leading to a greater diversity of 
knowledge feeding into research and ultimately enhancing the speed to market and the range of 
commercial applications of QIP. 
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This report is based upon work undertaken by the authors whilst on a consulting project to fulfil 
the requirements of the MBA degree at the Saïd Business School, University of Oxford.132  
 
Special thanks are given to David Britz and Dan Brown from the Materials Department, Oxford 
University, for their valuable time in reading this report for technical accuracy. We also wish to 
thank the people and organisations listed below for their contributions to this report via 
interviews and comments. 
 
No endorsement of the contents of this document is implied however: the views expressed 
herein are entirely that of the authors. 
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